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WALKTHROUGH - HOW TO SET
A TIME-BASED OTP (TOTP)

Step 1:  Login to Mirae Asset Sharekhan Website with your credentials.
Hover over your name and select Change My 2FA / TOTP.

FEEDBACK | SUPPORT | CHAT | A-Z STOCKS | MARKET

J
MIRAE ASSET Sharekhan Al v Q A ‘ ° INSURANCE‘E MF | '\.? ‘ ﬁ\o —
Profile
NIFTY : 22544.70 A 207.40 (0.93%) AH | SENSEX : 74340.09 A 609.86 (0.83%) AH | MCXFO : 15074.36 A 34.60 (0.23%) or | USDINR : 88.4050 p» 0.00 (0.00%) op Change My 2FA/ TOTP 6 & | OGOUT
Change Membership Password —
@ PORTFOLIO ¥ ACCOUNTS 3 MARKETWATCH "2 TRADE NOW = REPORTS A MTF £ RESEARCH g g 1 1PO & OTHERS
Referral Dashboard CORPORATE F

EQUITY DERIVATIVES CURRENCY COMMODITY DETAILEDVIEW  TAX Log My Request

CURRENT VALUE INVESTMENT VALUE TODAY'S PiL UNREA [t
1,184.63 %1,205.37 % 26.41 @2s%) % -20.74 (172%)
PERFORMANCE SECTOR MARKET CAP YOUR GUIDE WHAT'S NEW InvesTiger Holding Summary

Total Hold Value: T 0 Toatal Market Value: T 0

Booked PIL Mark To Market

Group Chat Scam

using WhatsApp/Telegram Cash Segment o 0

[ ORDER BOOK ] [ POSITION ] [ DPSR REPORT ]

¥ INVESTMENT Social Messaging App Groups using photos and names of

cLue

senior members of our company asking you to invest big amounts, RESEARCH NEWS MUTUAL FUND SPECIAL

You're being SCAMMED!

| Scripoode | Gal | Wpe | Recomm | Taget | L |
COFORGE OPEN STOCKIDEA Buy 10490.00 7814.20
HDFCLIFE OPEN STOCKIDEA Buy 870.00 621.20
ULTRACEMCO OPEN STOCKIDEA Buy 13000.00 10464.20

ACKNOWLEDGEMENT DISCLAIMER
¥396.15 T413.8 T0 T0 70 T0 TN 20 T0 COMMODITY INACTIVE ¥1,205.37 ¥1,184.63 T1 °
MIFIMT  CASHLMI CASHBPL CASHMIM | FNOBPL FNOMIM | CURRLMT CURRBPL CURRMIM DP A/C HOLD VALUE DP AIC MKT VALUE | IPO LMT

Step 2:  Click on ENABLE TOTP to proceed to the next step.

Client Code :
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CHANGE 2FA / TOTP

Set Time-based OTP(TOTP)

For Enhanced security, you can set up time based OTP in addition to Trading Password.
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You can use apps like Google ® Authenticator, Microsoft ® Authenticator or Authy on your mobile phone to
generate 6 digit TOTP for every login.

» Android user can install Google ® Authenticator or Microsoft ® Authenticator by clicking on respective o 7L === z=Zz p=
links.IOS users can install the app through their devices — _
E—
»» Signin to your google play account. == l I —
» Click on the install button on the play store. The app will be downloaded on phone linked with your : l
google account. (o) ) En

= Once installation is complete, Click on Enable TOTP button below to proceed.

ENABLE TOTP
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Step 3:  Entera é-Digit TOTP and click on ENABLE.

Client Code:
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CHANGE 2FA/ TOTP

Set Time-based OTP(TOTP)
= Scan the QR code on your authenticator app.
= Once Scanned, the app should give you a 6 digit TOTP. Enter it below for validation followed by Trading Password/OTP.

= Once TOTP is setup, you have to use the same mobile authenticator app to generate a new 6-digit TOTP every time you log in .

Enter 6 digit TOTP [++---] &

CANCEL I | ENABLE

Scan the QR Code
If you can't use QR Code
Enter the text code instead
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Step 4:  You will get an on-screen confirmation when your TOTP has been enabled.

Client Code :
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CHANGE 2FA / TOTP

You have successfully regenerated TOTP.

Set Time-based OTP(TOTP)
= Authenticator TOTP is enabled on your account.
Every time you login, you will be prompted to enter 6 digit TOTP that your mobile authenticator app generates.
= Ifyour TOTP is not working or you think your QR code have been compromised, Kindly regenerate TOTP.

TOTP Enabled

REGENERATE TOTP
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Step 5: You can now use your TOTP to login to Mirae Asset Sharekhan Website as a part of the 2-Factor
Authentication process.

/ Tradin i i
g Session | Important Links
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(@ RISK DISCLOSURES ON DERIVATIVES < 2FA
» 9 out of 10 individual traders in equity Futures and Options segment, incurred net losses. Use 2-factor authentication login with your OTP / TOTP for fast

and secure login to your account

» On an average, loss makers registered net trading loss close to ¥50,000.
LoginID:

» Over and above the net trading losses incurred, loss makers expended an additional 28% of
net trading losses as transactioncosts. J &

» Those making net trading profits, incurred between 15% to 50% of such profits as
transaction cost.

SUBMIT

| acknowledge I've read risk disclosures
Switch to OTP

source:

SEBI study dated January 25, 2023 on "Analysis of Profit and Loss of Individual Traders dealing in equity

Futures and Options (F&O) Segment’, wherein Aggregate Level findings are based on aﬁﬁual Profit/Loss
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